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2012

2012-02-07 Lighthouse DNS Resolver
2012-02-07 Netassist.ua DS added
2012-03-27 UA zone signed (3)
2012-04-13 UA DS in root

2012-05-21 cv.ua DS added
2012-07-10 ZSK schedule changed

2012-10-31 rv.ua DS added






2 O 1 4 2014-04-01 UA migrated to EPP

2014-08-14 IANA SO update complete
2014-11-21 rivne.ua DS added

2014-12-31 km.ua DS added



2015

2015-02-04 chernivtsi.ua DS added
2015-02-10 AF signed with ICANN (*)
2015-09-16 privat24.ua DS added
2015-11-16 privat24.ua DS removed

2015-12-08 xn—mg@a.ua DS added



2 O 1 6 2016 Working group meetings

2016 omnilance.ua DS added

2016 productonBDNSSECH-UA



2019: The
Government

Mandate

KABIHET MIHICTPIB YKPATHU

IHOCTAHOBA

Bia 12 yepBHs 2019 p. Ne 493 Kuis

IIpo BHeceHHs1 3MIH /10 IeIKMX MIOCTAHOB
Ka6inery MinicTpiB Ykpainu mono
(pyHkuionyBanus ogiuiiiHux Bed-caiTiB

OpPraHiB BUKOHABY0I BJIa1

1. O¢iuiiinuii Be6-callT (BeO-mopTan) oprany BUKOHABYOI BJIa1
Ta odimiiiHi BeO-pecypcu, IO MOB’s3aHI 3 JAISTIBHICTIO OpraHy
BUKOHABYOI Bnaau (mami - odiuidHui BeO-calfT), MOBUHHI OyTH
po3mimienumMu B fomeHi GOV.UA Ta y pa3i notpedu y nomeni . YKP.
JlomeH, Ha sikoMy po3MmilleHu odimiifiHui BeO-callT, TOBUHEH OyTH
MIMUCAHUN 13 3aCTOCYBaHHSIM TEXHOJIOT1i 3aXUCTy JOMEHHHUX 1IMEH
DNSSEC.
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2019,
Actions

2019-03-19 gov.ua DS added
2019-08-01 com.ua DS added
2019-09-05 kyiv.ua DS added
2019-09-11 7 more DSes added
2019-09-20 reserved DNSSEC.UA

2019-10-04 Production DNSSEC in
ten EPP domains

2019-11-11 DNSSEC.UA Day (*)



2019, Key
Changes

2019-10-29
2019-10-30
2019-10-31
2019-11-04
2019-11-07
2019-11-11
2019-11-12

2019-11-15

Generated ECDSA KSK
Generated ECDSA ZSK
Parallel signing in UA (*)
IANA request: add DS
Root zone updated (**)
ECDSA ZSK rotated
IANA: remove old DS

IANA request done (***)



2019,
Rollover
Complete

2019-11-19
2019-11-26
2019-12-02
2019-12-05
2019-12-06

2022-11-11

Removed old RSA keys
Enabled full NSEC3 in UA
Next ECDSA ZSK created
EDU.UA zone signed

UADOM-2019

UA KSK Rotation (plan)
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Dlagrams Key Relationships on 11/11,11/14,11/19
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DNSSEC Authentication Chain

Mouse over and click elements i the graph below to see more detail

INSSEC Authentication Chain

Mouse over and click elements in the graph below to see more detail.
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AP N | C SayS . Geoff Huston research: Over 40% of

resolvers in Ukraine validate!

https://stats.labs.apnic.net/dnssec/UA
Use of DNSSEC Validation for Ukraine (UA)

Zoom: th 1d 5d 1w 1m 3m 6m 1y max @ Validating : 27.25 @Mixed : 11.36 @ Total : 38.61 | 02:00 March 27, 2019
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People

Ilgor Levchuk : rovno.ua
Max Tulyev : netassist.ua
Andrey Khvetkevich : nic.ua

Gomon Vitaly : cv.ua
chernovtsy.ua

Vyacheslav Vovk : km.ua
khmelnitskiy.ua



People, #2

Admins : privat24.ua
E.gov.ua: GOV.ua
Cloudflare Inc : xn-mqa.ua

Hostmaster Ltd : com.ua kyiv.ua
kiev.ua poltava.ua pl.uaif.ua
ivano-frankivsk.ua uz.ua
uzhgorod.ua ccTLD.ua UANIC.ua
Whois.ua UA EDU.ua(*)



IELCEVWENE

Set small goals
Try your own dog food
Don't be afraid to fail — but fix fast!
Ask industry experts then become one
and...

DON'T PANIC!



Contacts

dnssec@hostmaster.ua

https://hostmaster.ua/dnssec

Twitter: @cctldua

Facebook: Hostmaster.UA
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